Email completed skills form, along with your most recent resume to jobs@iodatasphere.com

Please include 10421MI Skills Form and your name on the subject line.



IT Security Specialist

IO Datasphere, Inc.
IOD# 10421MI
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[bookmark: OLE_LINK9]Client:		OAK
Job Location:	Waterford, MI
Start Date:	June 30, 2026
Posting ID:	         484
Interview:	         Phone or Webcam
Contract Length:      1 year

Our client, Oakland County, is looking for an IT Security Specialist to evaluate the adequacy and effectiveness of internal data controls, business and technical processes, and the performance of the organization’s technology platforms to ensure the integrity of the organizations systems and data. Candidate will also Perform security and integrity reviews of the organization’s data or IT systems.

NOTE: Schedule for this position will be hybrid. At least 2 days on site in Waterford, MI (Tuesday & Thursday). On-site interview required prior to hire.

Complete the skills table below to be considered for submittal.
Skills listed below must be clearly stated in your resume.
	Skills and Knowledge Required
(Requested years of experience)
	Years of experience
(XX yrs)

	Required / Must Have

	Hands on experience in at least one (1) of the following areas: 
SOC Analyst 
Threat hunting 
Detection engineering
Network Security engineering 
2+ years 
	Select Years
Enter the three areas you  have experience with and explain how this was used

	Experience in active troubleshooting of technical systems including creation of documentation
2+ years 
	Select Years
	Experience in client facing environments including active correspondence via email, instant message, voice/video calls with screen sharing
	Select Years
	Strong desire to learn, grow, and stay connected to the changing threat landscape
	Select Years
	Ability to discuss the fundamentals of information security in at least THREE (3) of the following areas: 
Governance, Risk, and Compliance (GRC)
Cloud and hosted applications o Containerization 
Application security 
Network security and Zero Trust Architecture (ZTNA/NetSec)
Endpoint security and OS hardening
Security tooling and reporting automation (leveraging PowerShell/Python/Bash etc. 
Drive data into reports and dashboards) 
Malware analysis/forensic system analysis o Incident response and remediation 
Penetration testing of Apps, endpoints, or devices 
Cyber Threat Intelligence (CTI) including automation of feeds and processing of incoming alerts/vulnerabilities 
Vulnerability Management 
Data Protection
	Select Years
Enter the three areas you  have experience with and explain how this was used




	[bookmark: OLE_LINK2][bookmark: OLE_LINK3]Desired Skills / Nice to Have

	Experience with CrowdStrike
	Select Years
	Hands-on experience with SOAR and other automations
	Select Years
	Hands-on experience using common AI models for automation, reporting, or research
	Select Years
	Familiar with various NIST frameworks such as CSF 2.0, 800-207, and 800-53
	Select Years
	Familiar with MITREATT&CK framework
	Select Years
	Familiar with OWASP and web application penetration testing
	Select Years
	Connections to the larger infosec community
	Select Years
	ISACA CRISC certification 
	Select Y/N

	ISC2 SSCP certification
	Select Y/N

	CompTIA Security+ certification 
	Select Y/N

	Experience with Government (State, local, or federal) IT systems (StateRamp/FedRamp)
	Select Years
	GRC experience extending to CJIS, HIPAA, PCI etc.
	Select Years
	Narrative Required 

	Describe how your work experience relates to this position. Write it in your own words. You can provide examples and project names. This is a good opportunity to show the client that you have the experience they are looking for. This is required for submittal.
	Enter narrative here




Candidate Information


[bookmark: OLE_LINK25][bookmark: OLE_LINK26][bookmark: OLE_LINK27][bookmark: OLE_LINK22]Full Legal Name: Enter name here

[bookmark: _Hlk196302644]Your Phone #: Enter phone here				Your email address: Enter email address

[bookmark: OLE_LINK28]Hourly Rate Desired (W2/C2C): Enter rate			Date available: Enter availability here

[bookmark: OLE_LINK21]W2 = Contract position. No benefits. You are paid for the hours you work only. Do you acknowledge? Select

Current Location (City & State): Enter location

Are you willing to travel to this location (i.e. M-F at work location) ? Select	

If hired, are you willing to relocate (move) to this location? Select

How many total years of working experience in IT? Select Years

How many years working in the US? Select Years

There will be 3 rounds of interviews. First interview will be webcam. Do you agree? Select

Second round of interview is either webcam or in person. Do you agree? Select

Third round will be an in person interview. Do you agree? Select

Schedule for this position will be hybrid. At least 2 days on site (Tuesday & Thursday) in Waterford, MI.  Do you agree to this?  Select

A background check that includes residence and work authorization for the United States is required by client. Will you consent to a background check prior to the contract start date?    Select

Do you agree to a past employment and education verification check? Select

Referred by:: IOD Website

Work Status (US Citizen, Green Card, etc.): Select work status

[bookmark: OLE_LINK12][bookmark: OLE_LINK17]If applicable, Visa Expiration Date: Enter a date

If you have a visa sponsor or work on Corp to Corp, provide the company information below. IO Datasphere can only work with the company that currently holds the candidate’s visa sponsorship.

Employer Company: Enter company name			Contact Name: Enter contact name

Contact Phone: Enter contact phone			Contact Email: Enter contact email

Company Website: Enter Company Website

[bookmark: OLE_LINK5][bookmark: OLE_LINK1]Professional References

Provide 2-3 Boss/Supervisor/Manager References in order of relevance for this position (At least 2 should be past managers)

1. First Reference
[bookmark: OLE_LINK23][bookmark: OLE_LINK24]Reference Name: Enter reference name
Reference Company: Enter company name
Reference Title: Enter Reference Title 
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email
 
2. Second Reference
Reference Name: Enter reference name
Reference Company: Enter company name
Reference Title: Enter Reference Title 
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email

3. Third Reference
Reference Name: Enter reference name
Reference Company: Enter company name
Reference Title: Enter Reference Title 
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email



Instructions:

Email completed skills form and your most recent resume to us at: jobs@iodatasphere.com
Please include 10421MI Skills Form and your name on the subject line.


